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INTRODUCTION

The following handbook is a training tool for personnel who handle Freedom of Information Act (FOIA) requests.  It is especially geared towards the Office of Primary Responsibility (OPR).  FOIA is an access statue that opens the business of Government to the general public.  The FOIA can be used by anyone regardless of citizenship to ask for Government records without giving reason for request.  This applies to the executive branch of the Government only.

The primary instruction for processing FOIAs is DoD Regulation 5400. 7/Air Force Supplement.  This handbook does not take the place of the regulation.  If you receive a letter requesting records under the FOIA or the act, the letter should be handcarried to 56 CS/SCSR (Building 610) as soon as possible.  If you have any questions, contact Ms. Pat Donovan or Ms. Michele Coit at extension 66571/2.
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ABBREVIATIONS/TERMS

EFOIA – Electronic Freedom of Information Act

ERR –    Electronic Reading Room

FOA –    Field Operating Agency

FOIA –   Freedom of Information Act

FOUO – For Official Use Only

GILS –   Government Information Locator Service

GPC –   Government Purchase Card

LOA –    Letters of Offer and Acceptance

MFR –   Memorandum for Record

NTIS –   National Technical Information Service

OPR –   Office of Primary Responsibility

PA –      Privacy Act

SSN –    Social Security Number

U.S.C. – United Stated Code

TERMS

RECORDS – The products of data compilation, such as all books, papers, maps, and photographs, machine readable materials inclusive of those in electronic form or format, or other documentary materials, regardless of physical form or characteristics, made or received by an agency of the U.S. Government under Federal Law in connection with the transaction of public business and in the agency’s possession and control at the time the FOIA request is made.  Records include notes, working papers, and drafts.

PUBLIC INTEREST – The interest in obtaining official information that sheds light on how an agency performs its statutory duties and informs citizens about what their Government is doing.

READING ROOM – A place where the public may inspect and copy, or have copies, of releasable records.

FOIA MANAGER -  The person who manages the FOIA program. At Luke, the FOIA manager is Ms. Pat Donovan (56 CS/SCSR), 66571/2.

FOIA REQUEST – A written request for DoD records from the public that cites the FOIA. 

FUNCTIONAL REQUEST – Any request for records from the public that does not cite the FOIA.  All releases of information from Air Force records, whether the requester cites the FOIA or not, must comply with the principles of the FOIA and the DoD Regulation 5400.7/Air Force Supplement.  If the requested material contains personal privacy information that the Air Force must withhold, it is particularly important to handle that “functional” request as a request under FOIA and coordinate it with the appropriate FOIA office and Air Force attorney.  

DENIAL – An adverse determination on records, fees, expedited access, or not disclosing records.

DISCLOSURE – Providing access to a record. 

DISCLOSURE AUTHORITY – Official authorized to release records (Commanders or Chiefs of Staff Agency).  In certain cases, this authority can be delegated).

PARTIAL DENIAL – A recommendation to withhold part of a requested record.

[image: image3.wmf][image: image1.wmf]
The FOIA manager (56 CS/SCSR) receives the request, ensures the requester agrees to pay and describes the request accurate.  Stamp the date the request was received, gives the request a unique identifier/number and logs the request into the FOIA access database.  Determines what Air Force element holds the responsible records.  In some instances there is more than one Office of Primary Responsibility (OPR).   We have 20 workdays by law to process the FOIA request.  At Luke AFB, we have a goal of 15 workdays. 

The FOIA manager handcarries, e-mails, or faxes a package to the OPR with a 3-day suspense.  This package contains a copy of the request, a tasking letter and a DD Form 2086.  If the OPR needs an extension, the FOIA manager must be notified in writing.  All FOIA packages are routed through the Staff Judge Advocate.  

OPR’S RECOMMENDATIONS:

Release of the records (See Sample on page 12).  Provide legible copies chronologically arranged with the most recent date on top.  Remove for Official Use Only (FOUO) markings on all pages recommended for release.

“No Records.”  (See Sample on page 13).  After a search, you have determined that no records exist.  This is a “no records” determination. Include in your memorandum any pertinent information that will help the requester locate the files.  On a “no records” determination, the requester is informed of his appeal rights and has 60 days in which to appeal.  If the requester appeals, the request is returned to the OPR for additional records search, comments and justification.  The OPR’s reply must specifically state a second search was conducted and if that decision is still valid.   The appeal package is forwarded to HQ AETC/SCMC (FOIA) for review and direct response to the requester.  

The FOIA only applies to the executive branch of the Government.  It does not require agencies to answer questions, render opinions, or provide subjective evaluation.  Requesters must ask for existing records, however every attempt should be made to produce records that answer questions.  We are not required to create records to satisfy the requester. 
Referral to another agency/base (See Sample on page 14).  In some instances, you will be asked to review referred records by other Government agencies if the records were created by your activity.  You will make the determination and recommend release or denial of the records.

Partial or full denial of records (See Sample on pages 15 and 16). Provide legible copies of all requested records recommended for partial or full denial (copies printed on one side of the paper).  Ensure that all FOUO markings are removed.  On a partial denial, highlight the sentence, paragraph, which you recommend for denial.  If you are recommending a page be withheld, put an  “X” through the page.  Write in pencil the applicable exemption (i.e. (b) (5), (b) (6)) ONCE in the upper right hand corner.   We are not a denial authority at Luke AFB.  Per DoD Regulation 5400. -7/Air Force Supplement, para C5.2.2.10, the denial package must be forwarded to HQ AETC/SCMC (FOIA) for release/denial determination.  The package consists of the FOIA request, copy of recommend denial and releasable records, the OPR’s and SJA’s written recommendations, the exemption cited, and the reason for denial.

IF THE RECORDS ARE CONTRACTS AND THEY CONTAIN UNIT PRICING, THE OPR RECOMMENDS PARTIAL OR FULL DENIAL, USE THE SAMPLES ON PAGES 17 and 18.  In this instance the submitter must be notified and given the opportunity to provide written reasons the specific information and the completive harm public release will cause to their organization, or business. The submitter’s comments must be provided to the OPR for consideration before the FOIA package is forwarded to JA.
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Records (or portions of records) will be disclosed unless that disclosure harms an interest protected by a FOIA.  The OPR and SJA recommend denial of records based on the following exemptions.  The nine exemptions are cited in 5 U.S.C. 552 (b) (1) through (9):

EXEMPTION (b)(1) – Classified Records.  Records currently classified in the interest of national defense or foreign policy as authorized by executive order and implementing instruction.

EXEMPTION (b)(2) – Internal Personnel Rules and Practices.    Records related solely to internal personal rules and practices, which if released would hinder the performance of a significant function.  This exemption has a “high” and “low” profile.

EXEMPTION (b)(3) – Other Statues.  Records that are protected by another law that exempts information from disclosure.

EXEMPTION (b) (4) – Confidential Commercial Information.  Records with trade secrets and commercial or financial information submitted by a person outside the Federal Government on a privileged or confidential basis.  These records are likely cause substantial competitive harm to the submitter of the information or impair the Government’s future ability to obtain necessary information.  (i.e. statistical data, personal statements, and copyright on computer software and Unit Pricing).

EXEMPTION (b) (5) – Inter-or Intra Agency Records.  Internal records that are deliberative in nature and are part of the decision making process that contains opinions and recommendations (i.e. attorney-client records, and attorney work products).

EXEMPTION (b) (6) – Invasion of Personal Privacy.  Records which if released, would result in a clearly unwarranted invasion of personal privacy (i.e. SSN, home address, home phone, and personal e-mail addresses)

EXEMPTION (b) (7) – Investigative Records.  Records gathered for law 

enforcement purposes.

EXEMPTION (b) (8) – Financial Institutions.  Records pertaining to an agency that regulates financial institutions.

EXEMPTION (b) (9) – Wells.  Records with geological and geophysical information (including maps) concerning wells   

ELECTRONIC RECORDS

If your organization is unable to provide a requester an existing electronic record because (1) it contains nonreleasable data that you cannot easily remove from the electronic file, (2) you cannot easily configure the database to provide a sanitized file (3) you cannot easily provide the electronic format requested, based on the configuration of your hardware and/or software.  These factors may support a “no electronic records” response and/or “requested format not available” response. 

If you must create a new record to answer a request for electronic records or to provide a response in the requested format, have your computer system manager advise you whether or not they can create the new record/format on a “business as usual” basis.  If creating the new record/format would entail a significant expenditure of resources in time and manpower which would cause interference with the operation of information systems and adversely affect mission accomplished, you do not need to create a new record, nor will the unit have to provide the record in the electronic format specified by the request.

The OPR needs to get a certificate from the computer systems manager to document this determination to support their “no electronic records” response and/or “requested format not available” response (see page 10 for possible language for certification).
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MEMORANDUM FOR CERTIFICATON

MEMORANDUM FOR 56 CS/SCSR

FROM:

SUBJECT:  FOIA Request – Electronic Records

1.  I (rank, name) am the computer system manager for (unit).  In consultation with (FOIA Manager/OPR), I have considered the FOIA request of (requester’s name), which asks for (describe electronic record or format).

2.  We do not have electronic records which are responsive to this request or data that we can/cannot configure into the requested format.  Because of the way our computer system/database/software (i.e. IBM ### Microsoft Excel) is configured, creating the new or modifying the existing record/format would entail a significant expenditure of resources in time and manpower which would cause significant interference with the operation of information systems and adversely affect mission accomplishment (describe how responding would interfere and time/manpower resource required; i.e. only one person can use the database at a time, no fields exist for the required information so extensive reprogramming is required, estimate to take more than two hours, and during that time no one else could use the database).

3.  I have applied the DoD 5400.7-R para C1.5.7.2 “standard of reasonableness” in considering this request.  I understand that when the capability exists to respond to a FOIA request that would require only a “business as usual” approach to electronically extract the data and compile an electronic record or format data to satisfy a FOIA request, then creation of the electronic record (or) reformatting the data would be appropriate.  In this case, a significant expenditure of resources and manpower would be required to compile the electronic record or reformat existing data.  This activity would cause a significant interference with the operation of our automated information system. I certify creation of the electronic record (or) reformatting existing data in order to respond to this request would not be reasonable, under the circumstances.

                                                     Signature (computer system manager)

                                                     (Signature Block)

SAMPLE OF TASKING LETTER

MEMORANDUM FOR

FROM:  56 CS/SCSR

SUBJECT:  Freedom of Information Act (FOIA) Request



1.  I am forwarding the attached FOIA request for necessary action under DoD 5400.7/Air Force Supplement, DoD Freedom of Information Act Program.  You must make a determination to release or recommend denial of the requested information.  Records will not be created to respond to this request, nor will questions be answered unless we can provide a readily available releasable record that will provide the requested information.

2.  If you recommend denial/partial denial, cite the appropriate exemption in DoD 5400.7, Chapter 3 (or the OPR’s handbook, pages 7 & 8).  Be sure to include a legible copy of all requested releasable records; a legible copy of all records recommended to be denial in entirely; and a legible copy of all records recommended for partial denial (single side reproduction) (highlight with a yellow marker those words/passages to be deleted).

3.  If requested intra-agency records will be recommended for denial action under the deliberative process privilege (exemption 5), the OPR must provide an explanation of the decision making process and how the denial material fits into that process.

4.  Please provide me the necessary records, a completed DD Form 2086, and a memorandum stating that the records are releasable.  If you recommend denial, refer to paragraph 2.  Handcarry the information to me NLT ______.

                                                                 PATRICIA A. DONOVAN

                                                                 Freedom of Information Act Manager

Attachments:

1.  FOIA Request

2.  DD Form 2086

SAMPLE LETTER:  RECOMMEND RELEASE OF RECORDS

                                            (LETTER HEAD)

                                                                                          (DATE)

MEMORANDUM FOR  56 CS/SCSR

FROM:

SUBJECT:  Freedom of Information Act (FOIA) Request

I recommend the attached records be released to (name of the requester).  This is in compliance with DoD 5400.7/Air Force Supplement.  The man-hours are indicated on the attached DD Form 2086.

(add any pertinent information that may affect this request, i.e., accept request with personal information being removed, records are retrievable by the requester’s name, soliciting is not permitted on Luke AFB, or the record can’t be provided electronically.  Consider if records are in a Privacy Act system of record)

                                                           (Signature)

                                                           Signature Block (the Commander or Chief                

                                                                                                                   Of Staff Agency)

Attachments:

1. Releasable Records

2. DD Form 2086

SAMPLE LETTER:  NO RECORDS

                                       (LETTER HEAD)

                                                                            (DATE)

MEMORANDUM FOR 56 CS/SCSR

FROM:

SUBJECT:  Freedom of Information Act (FOIA) Request

A search was conducted and your request for (describe records) (cannot be retrieved or does not exist).  The man-hours are indicated on the attached DD Form 2086.

(add other pertinent information, i.e., where the records can be found or they have been destroyed per Air Force Instructions)

                                                    (Signature)

                                                    Signature Block (Commander/Chief of                     

                                                                                Staff Agency)

Attachment:

DD Form 2086

SAMPLE LETTER:  REFERRAL TO ANOTHER AGENCY

                                                (LETTER HEAD)

                                                                                         (DATE)

MEMORANDUM FOR 56 CS/SCSR

FROM:

SUBJECT:  Freedom of Information Act (FOIA) Request

The disclosure authority in accordance with DoD 5400.7/Air Force Supplement, C1.5.9 is:  (include full address and a point of contact).  The man-hours are indicated on the DD Form 2086.

(this referral usually applies to records maintained by SE, OSI, and IG) 

                                                                 (Signature)

                                                                 Signature Block (Commander/Chief

                                                                                             Of Staff Agency)

Attachment:

DD Form 2086

SAMPLE LETTER:  RECOMMEND PARTIAL DENIAL OF RECORDS

(LETTER HEAD)

                                                                                                   (DATE)

MEMORANDUM FOR 56 CS/SCSR

FROM:

SUBJECT:  Freedom of Information Act (FOIA) Request

1.  I recommend the (describe records) (Atch 2) be released to (name of requester).  This is in compliance with DoD 5400.7/Air Force Supplement.

2.  I recommend the (describe records) (Atch 3) not be released to (name of requester).  This recommendation is in accordance with FOIA exemption (get exemption from page 7) (i.e., FOIA exemption (b) (6), invasion of personal privacy).

3. The man-hours are indicated on the attached DD Form 2086. 

(ensure paragraphs/words are marked with a “X”.  Do this with a yellow highlighter and put the exemption on the right side of the page.  If it is an entire page, highlight with an “X” and put the exemption on the upper right hand corner)

                                                       (Signature)

                                                       Signature Block (Commander/Chief of

                                                                                   Staff Agency)

Attachments:

1. DD Form 2086

2. Records to be Released

3. Records to be Denied

SAMPLE LETTER:  RECOMMEND DENIAL OF RECORDS

(LETTER HEAD)

                                                                                              (DATE)

MEMORANDUM FOR 56 CS/SCSR

FROM:

SUBJECT:  Freedom of Information Act (FOIA) Request

1.  I recommend the (describe records) not be released to (requester’s name).  This recommendation is in accordance with FOIA exemption (get exemption from page 7 and 8).  (i.e., FOIA exemption (b) (6), invasion of personal privacy).

2. The man-hours are indicated on the attached DD Form 2086.

(Mark each page with an “X” and put the exemption in the upper right hand corner)

                                                         (Signature)

                                                         Signature Block (Commander/Chief of

                                                                                     Staff Agency)

Attachments:

1.  DD Form 2086

2.  Records to be Denied

1st SAMPLE LETTER FOR CONTRACTING 

(LETTER HEAD)

                                                        (DATE)

MEMORANDUM FOR 56 CS/SCSR

FROM:  56 CONS/CCB

SUBJECT:  Freedom of Information Act (FOIA) Request

1.  The submitter for Contract _________________is Company’s name, address and phone number. 

2. Use one of the following statements depending on the recommendation.

· The contract package provided herewith contains unit price information and I do recommend release of the solicitation/contract depending on the submitter’s comments.

· The contract package provided here with contains unit price information and I do not recommend release of the solicitation/contract depending on the submitter’s comments.  

(Contracting must review each page of the contract.  Highlight each page with an “X” and put the exemption in the right hand corner of each page.  It must be highlighted if it is a paragraph or a word and the exemption placed on the right side.  The Records Manager forwards the records to the submitter for their comments)      

                                                                    (SIGNATURE)

                                                                    Signature Block (Commander/Chief of

                                                                                               Staff Agency

Attachments

Contract – printed on one side

DD Form 2086 

2nd SAMPLE LETTER FOR CONTRACTING 

(LETTER HEAD)

                                                        (DATE)

MEMORANDUM FOR 56 CS/SCSR

FROM:  56 CONS/CCB

SUBJECT:  Freedom of Information Act (FOIA) Request

1.  The submitter for Contract _________________is  Company’s name, address and phone number. 

2.  Use one of the following statements depending on the recommendation.

· I have reviewed the submitter’s comments or no response was received from the submitter.  I do recommend release of the solicitation/contract.

· I have reviewed the submitter’s comments or no response was received from the submitter.  I do not recommend release of the solicitation/contract.

(Contracting must review each page of the contract.  Highlight each page with an “X” and put the exemption in the right hand corner of each page.  It must be highlighted if it is a paragraph or a word and the exemption placed on the right side.  Once this is complete, the package will be forwarded to JA for their recommendation.  Contracting and JA must agree on their recommendation.  All denials are forwarded to HQ AETC)      

                                                                    (SIGNATURE)

                                                                    Signature Block (Commander/Chief of

                                                                                               Staff Agency

Attachments

Contract – printed on one side

DD Form 2086 

EXPLANATION OF DD FORM 2086

	ITEM #
	CATEGORY
	EXPLANATION

	5a
	Search - Clerical Hours (E-9/GS-8 and below)
	Time spent in locating the requested information/records



	5b
	Review/Excising -  Clerical Hours (E-9/GS-8 and below)
	Time spent in reviewing the document to ensure it satisfies the FOIA request – on partial denial highlighting the portions to be removed

 

	5c
	Correspondence
	Time spent typing correspondence/forms

	6a
	Search - Professional Hours (01-06/GS-9 – GS-15)
	Time spent in locating the requested information/records



	6b
	Review/Excising – Professional Hours (01-06/GS-9 – GS-15)
	Time spent in reviewing the document for denial/release 

	6c
	Coordination
	Time spent for SJA’s Legal review

	8a


	Machine Time (not PC, desktop, laptop)
	The charge is $5.02 per minute (i.e., if it takes 2 minutes to run a copy of the records, the charges are $10.04)

  

	8b (1)
	Clerical Hours
	The time it takes for the computer operator to run the program and retrieve the records



	8b (2)
	Professional Hours
	The time it takes for the computer operator to run the program and retrieve the records



	9b
	Office Machine Copy Reproduction (Pages Released)
	Enter the number of pages reproduced



	10a
	Pre-Printed Publications


	Any type of forms, publications and reports that you produce for a FOIA request

	11a
	Tape/Disc/CD
	Diskettes – we charge $.60 for each disk



	11b
	Paper Printout
	Pages printed from a computer – we charge $.02 for each page



	12
	All Postage
	The requester is not charged 


The DD Form 2086 is an electronic form.  When the time spend is 15 minutes (use .25), for 30 minutes (use .50), and for 45 minutes (use .75)

PROCESSING PROCEDURES
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